The Shires at Stretton School
The Shires at Oakham School

Web Filtering Policy
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Schedule for Development/ Monitoring/ Review
This web filtering policy was approved by
the Board of Directors/ Governing Body /
Governors Sub Committee on:

April 2018

The implementation of this web filtering
policy will be monitored by the:

The Shires Senior Leadership Team
with the support of OFG.

Monitoring review will take place at regular
intervals:

Monitoring review will take place
every academic year unless a
significant incident occurs in which
case the policy must be reviewed
thereafter.

Should serious online safety incidents take
place, the following external persons /
agencies should be informed:

Lead DSL – Jamie Hill
LADO – Donna Cole (Rutland)
Chair of Governors – Lynette Edwards
Police

Should serious online safety incidents take
place, the following Outcomes First Group
colleagues must be informed:

Anne-Marie Delaney, Group Head of
Safeguarding.
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1.0

Scope of the policy

1.1

This policy applies to all members of the school community (including staff,
students / pupils, volunteers, parents / carers, visitors, community users) who
access the internet over the school wireless network (e.g. a child using their own
IT equipment at a residential school over the Wi-Fi is within scope, even though
they have no access to school ICT systems).

1.2

Outcomes First Group places the safety of young people as its highest priority,
including safeguarding children and young people when using digital technology.
Whilst regulation and technical solutions are very important, their use must be
balanced by educating pupils to take a responsible approach. The education of
pupils in online safety is therefore an essential part of the school’s online safety
provision. Children and young people need the help and support of the school to
recognise and avoid online safety risks and build their resilience. However,
Outcomes First Group takes its role seriously in ensuring that there are safe and
secure systems in place.

1.3

The potential risks from internet use can be classified as:

◼
◼
◼

Content: being exposed to illegal, inappropriate or harmful material;
Contact: being subjected to harmful online interaction with other users; and
Conduct: personal online behaviour that increases the likelihood of, or causes,
harm.

1.4

For this reason, Outcomes First Group operates a highly secure web filtering
system on the internet link to the setting. This means that it safeguards the
school’s computers and internet use and it also offers safeguards on every mobile
phone and tablet used in the setting over the setting’s Wi-Fi network. Web
filtering ensures that young people are safeguarded from illegal content and that
they are protected from extremism online.

1.5

The web filtering system does not safeguard the use of a mobile phone or tablet
that is accessing the internet over mobile phone signals. Controls on a young
person’s device to safeguard web browsing will need to be agreed between the
young person, the school, the young person’s parent or carer and their social
worker. Staff must ensure a risk assessment is in place for any other device in use
by children or young people in a school.

1.6

This policy should be read in conjunction with the individual setting’s policies
regarding safeguarding and child protection, online safety, and the use of mobile
personal devices.

1.7

This policy is in line with the relevant Government legislation and guidance,
including Keeping Children Safe in Education 2020. It will be reviewed whenever
significant changes are made to national policy and legislation.
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2.0

Roles and Responsibilities

2.1

It is the responsibility of the school to ensure that all staff and visitors understand
and implement this policy. It is the responsibility of the Head Teacher (Principal or
Head of School) to ensure that staff comply with this policy and the accompanying,
relevant policies.

2.2

It is the responsibility of the Head Teacher to ensure that online safety training for
staff is aligned and integrated into the school's overall safeguarding training and
approach.

2.3

All users should understand that the primary purpose of the use of the internet in a
school context is educational. The web site categories that have been blocked are
so as to ensure the safety and well-being of young people. However, it is accepted
that on occasion some sites may need to be used as part of teaching such as
regarding sex education, politics, religious education, and as part of personal,
health and social educational lessons.

2.4

If a member of the teaching staff wishes to unblock a specific website either
permanently or temporarily (for one day) to use within the classroom as part of
learning this is to be discussed and verified by the school’s ICT lead and the
Designated Safeguarding Lead/Head Teacher. A record is to be kept by the
Designated Safeguarding Lead of which sites are permanently unblocked and this is
to be reviewed by them as part of the ongoing monitoring.

2.5

Lead ICT teachers and Designated Safeguarding Leads have the administration
rights to temporarily unblock sites. The Designated Safeguarding Lead oversees the
unblocking of sites. The Outcomes First Group IT Department has the
administration rights to permanently unblock sites. No sites should be permanently
unblocked by the Outcomes First Group IT Department without the written approval
of the Group Head of Safeguarding or the Director of Quality and Outcomes. That
written approval will be stored by the Outcomes First Group IT Department for
future reference. The Group Head of Safeguarding will liaise with the Director of
Quality and Outcomes as appropriate.

2.6

Blocked websites will be reviewed by Designated Safeguarding Leads with Head
Teacher and Governors on a quarterly basis. Agreement to permanently unblock
some sites at the request of the Designated Safeguarding Lead/Head
Teacher/Governors can be reviewed prior to the formal quarterly review
arrangements and in discussion with the Outcomes First Group IT Department and
the Group Head of Safeguarding.

2.7

In line with Keeping Children Safe in Education 2020, internet use is monitored and
reviewed. Reports setting out all internet use will be sent by the Outcomes First
Group IT Department to Designated Safeguarding Leads every six months. This
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information will be stored by the school for a period of six months unless there are
safeguarding concerns. If there are safeguarding concerns the information will be
stored in line with statutory requirements for record retention.
2.8

The social media website category is blocked within school hours (08:00-16:00) for
staff and pupils. It is at the discretion of the Head Teacher and Head of Care if they
allow pupils to use social media after school hours and as part of the residential
care provided to young people. Staff are to ensure that they refer to the school’s
mobile devices policy.

2.9

Should attempts be made to access a site in the “child abuse” category then an
immediate alert will be sent to the Designated Safeguarding Lead and the Head
Teacher by Outcomes First Group IT Department. The website address and the
device IP address it has been accessed from will be shared as part of this alert. This
alert will also be sent to the Group Head of Safeguarding.

2.10 Attempts to access a blocked site in the categories “Extremist Groups”, “Explicit
Violence”, “Pornography” and “Other adult materials” will be reported by the IT
service provider to Outcomes First Group IT Department on a daily basis. IT will
forward such reports to the Designated Safeguarding Lead and the Head Teacher,
copying in the Group Head of Safeguarding. The website address and the device IP
address it has been accessed from will be shared as part of this report.
2.11 Accessing of inappropriate sites must be investigated as possible safeguarding risks
by the school Designated Safeguarding Lead.
2.12 The Designated Safeguarding Lead and Head Teacher are required to adhere to
Outcomes First Group internal procedures relating to safeguarding and child
protection and managing allegations as well as the schools Local Safeguarding
Partnership’s procedures.
2.13 Any accessing of websites related to extremism must be investigated and referred
appropriately under Prevent duties by the school Designated Safeguarding Lead.
2.13 Breaches of this web filtering policy by staff will be considered a possible
disciplinary offence.
3.0

Please see appendix (i) for the list of all blocked web site categories.
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Web Filtering Policy (Appendix i)
1.

Blocked Sites

Alcohol

Websites which legally promote or sell
alcohol products and accessories.

Alternate beliefs

Websites that provide information about
or promote religions not specified in
Traditional Religions or other
unconventional, cultic, or folkloric beliefs
and practices. Sites that promote or offer
methods, means of instruction, or other
resources to affect or influence real
events through the use of spells, curses,
magic powers, satanic or supernatural
beings.

Dating

Websites that allow the individuals to
make contact and communicate with
each other over the internet usually with
the objective of developing a personal,
romantic or sexual relationship.

Gambling

Sites that cater to gambling activities
such as betting, lotteries, casinos,
including gaming information,
instruction, and statistics.

Lingerie and swimsuit

Websites that utilizes images of seminude models in lingerie, undergarments
and swimwear for the purpose of selling
or promoting such items.

Marijuana

Sites that provide information about or
promote the cultivation, preparation, or
use of marijuana.
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Nudity and risqué

Mature content websites (18 + years and
over) that depict the human body in full
or partial nudity without the intent to
sexually arouse.

Other adult materials

Mature content websites (18 + years and
over) that feature or promote sexuality,
strip clubs, sex shops etc. excluding sex
education, without the intent to fully
arouse.

Pornography

Mature content website (18+ years and
over) which present or display acts with
the intent to sexually arouse and excite.

Sports, hunting and war games

Web pages that feature sport hunting,
war games, paintball facilities etc.
Includes all related clubs, organizations
and groups.

Tobacco

Websites which legally promote or sell
tobacco products and accessories.

Weapons
(Sales)

Websites that feature legal promotion or
sale of weapons such as hand guns,
knives, rifles, explosives, etc.

Personal websites and blogs

Private web pages that host personal
information, opinions and ideas of the
owners.

Political organisations

Sites that are sponsored by or provide
information about political parties and
interest groups focused on elections or
legislation. This is not to be confused
with Government and Legal
Organizations, and Advocacy Groups.
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Social networking

A social networking site is a platform to
build social networks or social
relationships among people who share
similar interests, activities, backgrounds
or real-life connections. A social network
service consists of a representation of
each user (often a profile), his or her
social links, and a variety of additional
services. social network sites are webbased services that allow individuals to
create a public profile, create a list of
users with whom to share connections,
and view and across the connections
within the systems.

Web chat

Sites that host Web chat services, or that
support or provide information about
chat via HTTP or IRC.

Child abuse

Websites that have been verified by the
Internet Watch Foundation to contain or
distribute images of non-adult children
that are depicted in a state of abuse.
Information on the Internet Watch
Foundation is available
http://www.iwf.org.uk/.

Discrimination

Sites that promote the identification of
racial groups, the denigration or
subjection of groups, or the superiority
of any group.

Drug abuse

Websites that feature information on
illegal drug activities including: drug
promotion, preparation, cultivation,
trafficking, distribution, solicitation, etc.

Explicit violence

This category includes sites that depict
offensive material on brutality, death,
cruelty, acts of abuse, mutilation, etc.
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Extremist groups

Sites that feature radical militia groups or
movements with aggressive antigovernment convictions or beliefs.

Hacking

Websites that depict illegal activities
surrounding the unauthorized
modification or access to programs,
computers, equipment and websites.

Illegal or unethical

Websites that feature information,
methods, or instructions on fraudulent
actions or unlawful conduct (non-violent)
such as scams, counterfeiting, tax
evasion, petty theft, blackmail, etc.

Plagiarism

Websites that provide, distribute or sell,
school essays, projects, or diplomas.

Proxy avoidance

Websites that provide information or
tools on how to bypass Internet access
controls and browse the Web
anonymously, includes anonymous proxy
servers.

Dynamic DNS

Sites that utilize dynamic DNS services to
map a Fully Qualified Domain Name
(FQDN) to a specific IP address or set of
addresses under the control of the site
owner; these are often used in cyber
attacks and botnet command and control
servers.

Malicious websites

Sites that host software that is covertly
downloaded to a user's machine to
collect information and monitor user
activity, and sites that are infected with
destructive or malicious software,
specifically designed to damage, disrupt,
attack or manipulate computer systems
without the user's consent, such as virus
or trojan horse.
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Newly observed domain

Domains that are newly configured or
newly active, but not necessarily newly
registered.

Newly registered domain

Domains that were very recently
registered.

Phishing

Counterfeit web pages that duplicate
legitimate business web pages for the
purpose of the eliciting financial,
personal or other private information
from the users.

Spam URL's

Websites or webpages whose URLs are
found in spam emails. These webpages
often advertise sex sites, fraudulent
wares, and other potentially offensive
materials.
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